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1 Abstract

One of the key requirements of network is the ability to handle large volume of data. When
traffic goes high, the network should have necessary resilience to handle. During
development phase, network packet generators (ex: Smartbits
http://www.spirentfederal.com/IP/Products/SmartBits/Overview/) are used to test the network.
The idea of this project is to develop a network packet generator that generates various
packets on behalf of the user with given option. This requires the user to create a RAW
socket that sits right on top of the MAC layer, rather than TCP/UDP layer.
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2 Requirements

» The packet generator should provide a command prompt to the user upon invocation “PG>"
* It should provide a “help” menu that would display various packets & options supported
»  Options to be supported as follows. The user can give one or all options

» Appropriate error handling needs to be done

*  Option details:
-> generate_tcp
-> generate_udp
-> generate_ip
-> generate_icmp

»  After packet generation it should be verified using network packet analyzer tool like wireshark
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3 Sample Output

user@emertxel ./packet_gen
Failed to create socket: Operation not permitted
user@emertxe] sudo ./packet_gen
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66
Packet Sent. Length: 66

Fig 3 1: Packet Generation

user@emertxe] ./sniffer

Unable to create file.

Usage: ./sniffer <tcp/udp/icmp/all> [eth@/wlan@/lol
user@emertxe] ./sniffer all eth®

Unable to create file.

Bad file descriptor

user@emertxe] sudo ./sniffer all eth®

[sudo] password for user:

Sniffing on eth@

TCP: 24 UDP: 15 ICMP: 1 ICMP: @ Others: 6 Total: 46

Fig 3 2: Packet Sniffer

UDP Packet

Ethernet Header
|-Destination Address : 01-00-5E-00-00-FB

|-Source Address : 78-DD-08-CA-0E-05
|-Protocol : 8

IP Header
i-IP version : 4
|~IF Header Length : 5 DWORDS or 20 Bytes
|-Type of service : 0
(-IF Total Length : 217 Bytes(size of Packer)
|-Identification : 36273
[-TTL : 255

[-Protocel : 17

|—Checksum : 11144

|-source 1P : 192.168.32.54
|-Destinatien IP  : 224.0.0.251

UDP Header

|-source Port : 251

|-Destination Port : 30941

{-oDP Length : 2250

{-UDP Checksum : 3589
IP Header

01 00 52 00 o2
UDP Header

00 F5 78 DD .x

Data Paylead

08 ca 0 05 08 00 45 00 00 D? 8D B1 40 00 FF 11
ZB 88 CO AB 20 36 E0 00 00 F5 14 ES 14 E3 00 C5
DA FC 00 00 00 00 00 0% 00 01 00 00 00 00 04 5F
6E 66 73 04 5F 74 63 70 05 6C 6F 63 61 6C 00 00
0c 00 01 04 5F 69 70 70 c0 11 00 Oc 00 01 05 5F
62 70 70 73 €0 11 00 OC 00 01 04 5F 66 74 70 €0
11 00 0c 00 01 07 5F 77 65 62 64 61 76 c0 11 00
0C 00 01 08 5F 77 65 62 64 61 76 73 €0 11 00 OC
00 01 09 5F 73 66 74 70 2D 73 73 68 c0 11 00 Oc
00 01 04 5F 73 6D 62 €0 11 00 OC 00 01 0B 5F 61
66 70 6r 76 65 72 74 63 70 cO 11 00 Oc 00 01 €0
21 00 OC 00 01 00 00 11 94 00 24 21 48 50 20 4¢C
61 73 65 72 4a 65 74 20 4D 31 35 33 36 64 6E 66 aserJet M1536dnf
Eo 4p 46 50 20 28 38 31 34 30 42 44 29 c0 21 MFP (8140BD).!

Fig 3 3: UDP packet dump
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4 Artifacts
Skeleton Code

* www.emertxe.com/content/linux-internals/code/network packet generator_src.zip

References

* http://lwww.fags.org/fags/internet/tcp-ip/raw-ip-faqg/
e https://www.wireshark.org/

e http://www.netresec.com/?page=RawCap
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